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ISO 15693 R3Z¥F %ﬂﬁ%&#niﬂ#ﬁéﬂzﬁﬁ ISO15693 JF#zfn=l =2
<
NFC FRE S SHHEERIRER NFC FBHIRESER =
NFC SEERERET 325 NFC 1CIAE M AIEENER R 2
NFC fRE=RtR, 3XFF NFC IBIRE LAY RE 2R =
NFC YJ&&& 2 #F NFC IBIRE X AIXS R 2
EMVCo & FEA www.emvco.com ERTAIEMVCO 2
BRe~E
EMVCo IAVE HRiE EMVCO g RImEETUAILE 2
NFC IfZiER OS RH HEE NFP (IIBIREER ) IREBLMHRER 2
EEDEE
PC/SC OS & PMAUEN/ BRI BTENAER 2
IR AR EE RSN AR
CCID RapfEFae BURIKNER T , BTSENRERET 2
EORSE , BRTRERRRSIKER
Windows TAIE Microsoft WHCK IAUFANE SR 2
Dell ControlVault 373 ﬁ%‘ﬂ:ﬁ%ﬁu Dell ControlVault LUH{TEERFT 2
Prox (1EEERS ) (125 kHz) R3ZTHF NSRRI BEIB TR Prox/IEEERS /125 &
kHz JEERMUER
© |i#: Fsgh$ 125 khz IEEEE.
& 27: STSROER
HiERS EEn S E-25 5
HID JCOP readertest3 A £ (14443a) =2
1430 1L
DESFire D8H
iClass ( 1&€4% )
iClass SEOS
NXP/Mifare Mifare DESFire 8K Hf8 PVC & 2
Mifare Classic 1K B8 PVC &
NXP Mifare Classic S50 ISO &
G&D idOnDemand - SCE3.2 144K P

SCEB.0 FIPS 80K Dual+ 1 K Mifare

SCE6.0 nonFIPS 80K Dual+ 1 K Mifare

SCE6.0 FIPS 144K Dual + 1K Mifare

SCEB.0 nonFIPS 144K Dual + 1 K Mifare

SCE7.0 FIPS 144K

AR 23



HliERS imF =5

Oberthur idOnDemand - OCSb5.2 80K

i

ID-One Cosmo 64 RSA D V5.4 T=0 &

T
. 28: BRMEHIHE
s

Dell ZFiman SEM

A1%EHY Dell Data Security and Management Software

e Dell Endpoint Security Suite Enterprise
e Dell Data Guardian

¢ Dell Encryption Enterprise

¢ Dell Encryption Personal

¢ Dell Threat Defense

«  MozyPro 8 MozyEnterprise

¢ RSA NetWitness Endpoint

¢ RSA SecurlD Access

¢ VMware Workspace ONE

¢ Absolute Endpoint Visibility and Control
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SRR

® |i$: BEFHURSAMER , SNRTRRIESHERE. RESXEMBIESHREPEBIERFRIRE.

R FFELRRER TS, XEREIRTRASNFRETEEI. BRI SETRIZIZENRAB LT
FF. GNFEHRT shift FZERE , WRNBHIZRIEERAIFS. fla0, RR 2, WG 2 ; SRR Shift + 2, NIFNEH

®
o

BRI TIRE F1-F12 EATSEHEMTHININEER | MRERBNERR. R LUARERRTRAMES. flln, &AM a
RESHHHE (BFERTENE) .

B2 , WRFEINASHE F1-F12 ATIERSENAER  NENEITE Fn + Esc ERSHATIRE. fefe  JLAESE Fn F0HEMNAITH
BERRRRS IS, BN , BITZ Fn + F1 I ESERS.

® |i$: iBiZ7E BIOS iR ERFREINEERETTA | ISERILAEX IR (F1-F12) IEETA.
. 29: ERIRBETIE
15 EHEXMRE (BFSEFEH ) 7h

T =ritnhEe 2
o & S

g

+.

R

+.

e

+.

B E—mE/ED

+.

B/ EE

+.

BN —HE/ETS

+.

THREIINB R eR

+.

BR

+.

RERE ST (FE)
it IEEARRRE F10 DEEE , A
@ [BHEF , FEFRISHNMERTN
1hgE.

+.

PERE

+.

HEIn=E

Fn iZIR T RE CRUGERRE | LARREMSEITHEE.
. 30: ERIRIBETIE
IhRERE (hys)

) S/ AT
g : | 15/l

RRREL 25



IhRERE 358

v . HERR

" DR ENE

N - TEE Rt S AT /IR IR A S B RS AT Z [t

v RFBER

+ - EAPAYVIETESE s

- A 038 P SR
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REFEMNE T SR ER FLA AN LR R FR9 A,
3

s

1

2,
3.

© ©® N oo

T REERF

2 Xzt

FIFFFAREBA,
5i8] Dell.com/support,

BEF@mES  BmATRER. RS IRE  RRBRERRE.
® |i$: MRERBRSITE | SEASMMGNINEE | RFMNERESHTREB,. AHBS,

BAT: Drivers and Downloads (JREIIEFFITE).
BEEFIREN, ERRIRIERA.

[ MR RE SRR R EERF.

AR TEHXHLATHER T ARERIIREERF.

TEGRG | NEEEREFIREER SIS AL,
WHEIRERF X ARIER | FHERFER L AR TIRE,

A

%

[

R

i
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RRZEER

MRIEERERITENAR , BWiE2EM] BIOS ZEIEFTIIRE. FUENARSEIRINETARER.

(D |i#: E BIOS RBRFZE , BIUEET BI0S REEFREES  LSBRes,

1% BIOS ZEREFATLUTHE -

EUSHEN LR HRIRXER | S RAM NEE, RIS,
ERRALERER
leZSZEESZH%F'_JJi'EFE’JﬁIﬁ WAFEE., RRAEEIKREE. BRRRERERRES.

ES
. 5I5%
. S
- S|EEE
AR EIEIN
e 1£ Windows FAEE#T BIOS
s EREREIRER

5| SRER

BU/REWRHIANR <F12> BRl—X 5 I1SKER | HhE2RANERGEISIRENFIER. WERATREEZHTFERF BIOS IREEH.
51558 EHIHNRENRATRATNSISIRE. HESN5|ISERFEREXUBETRFSMMEF , IERBIFETA. A5
SHKEFASELRIFHELE BIOS RIS ISIRFF.

BEINESE -
« UEFIBoot (UEFIB|&) :
Windows Boot Manager ( Windows 5 | S5 1288 )

. HEH%IR
BIOS &
BIOS [NEE#T
Zh
s B¥EISHEIRE

Shne

@ [iE: WFASHRASBERFER | EHHMNEMERERNSHER TR  EESHEHREHEREAEEN.
i Sin

LEiskR BEE—FE.

TaEikRE BET—FR.

Enter fERmEFRR (WNER ) PSR ENREFRPANEE.

e FEFSIfE TRIR (WNERA ) .

IR~ BEIT— 1 BERXE.
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i S

Esc i %Eé—ggéu,@ﬁﬂ«lééiﬁ%c EEREETIZ Esc 2B KER | RREREREREENENHE
L =EERSN

5|1

5|1SINFT I HERARFREE XS ISREINT , FEES ISERERE (M0 SRR ERIREE ) . B
(POST) HAja) , Z3LHIA Dell BHRAT , EAJLA

o KT R EIRaRmRERER
o KRR EER—RMES IS
—R4S | SERERE BRI LINGS | SANRE |, BiEZENEI. 5|SERRENEE
AFBENARENES (WIRTH )
STXXXX IXZ/EE
@ |i#: XXX FR SATA BEIES.
SRR (WIRATA )
«  SATAERIKFNES (ANRE)
. IZhTiER
(D | i*: i%3F Diagnostics ( IZHHER ) 1527 ePSA diagnostics ( ePSA iR ) BR&.
5| SInFREErS B RhARRIR EEFFERAUGEI,

R BIELR

@ [+ RIEFRRARETENEE | BT ENRER—ESHM.
.

—ARIEIR

%- 31: :E\mu

IR 1]

System Information SRUTER -

« System Information ( RF{ER ) : &7 BIOS Version ( BIOS ir4N ) . Service Tag ( fRSBHR
%) . Asset Tag ( &F=t7& ) . Ownership Tag ( FIBIGRE ) . Manufacture Date ( $lhi&H
BB ) . Ownership Date ( BFrE1HEHD ) LA Express Service Code ( RIEIRSAD )

o Memory Information ( ITEEE ) : B7< Memory Installed ( ZZ=AIATE) . Memory
Available ( BJEBAIfE ) . Memory Speed ( FfHEE ) . Memory Channels Mode ( BfF(E
i8530 ) . Memory Technology ( F3fF5:AR ) . DIMM A Size ( DIMM A X1y ) LA DIMM
B Size ( DIMM B X/v)

«  Processor Information ( &MEBEEEHE. ) : 7= Processor Type ( {bIESE3RY ) . Core Count

(PI#%itE% ) . Processor ID (ZMHEZE ID ) . Current Clock Speed ( Z3aiAT4ESE ) |
Minimum Clock Speed ( SRAEKRI#IEZE ) . Maximum Clock Speed ( FRiSAHHNEER ) |
Processor L2 Cache ( MBS "R SiEETF ) . Processor L3 Cache ( MR =K SiEE
%) . HT Capable ( HT 3Zi% ) LA} 64-Bit Technology ( 64 iR )

+  Device Information ( i8%{S&R ) : 875~ Primary HDD ( E HDD ) . M.2 PCle SSD-0, LOM
MAC address ( LOM MAC ftttdit ) . Video Controller ( #i$f=#I88 ) . Video BIOS
Version ( #13% BIOS R4~ ) . Video Memory ( {l3%A7F ) . Panel Type ( TtREEY ) |
Native Resolution ( AH193#%22 ) . Audio Controller ( SH3M=EIZE ) . Wi-Fi Device ( Wi-
Fi i&%% ) 1 Bluetooth Device ( BFi&F ) .

Battery Information EBREMIRSHNE TR AR 2R B RIS S8
Boot Sequence ( 51 ) FEFEIEEITEN =AMLY IR B e S BRI ER RN,

ERSBER 29



1EIR

1588

UEFI Boot Path Security ( UEFI
5| SERTe)

SIS EIERIT F12 3|1S535283|S UEF 3|1SKREN , RARTIRTHAFEANERRR
5.

« Always, Except Internal HDD ( 3848 , B HDD BRI ) — BRA

e Always, Except Internal HDD&PXE

« Always (I8%)

- ME

Date/Time

SR E BHATNRTE). XSRS H AR IEAYE ST RIS,

RHER

. 32: System Configuration ( RRHIE )

i O

1588

Integrated NIC ( ££R% NIC )

FVFSECENREL LAN #ZHIR8.

« Disabled ( BZER ) = AEB LAN &bF KRS | FESERIERSAT I,
« Enabled ( B/8F) = A8 LAN EEH.
» Enabled w/PXE (1E1d PXE B ) = REE LAN B2 (18" PXES|S)

SATA Operation ( SATA #{F )

S EC B R RE R XA BRI RRAYIE TR

 Disabled ( BE5F ) = SATA 1=HIESE PR30
o AHCI = B3 AHCI E{ELE SATA
« BECEJI RAID ON = SATA LASZ#: RAID 18 ( BUABIEER ) .

IXah=s

R E RS ERRAR SR LRI IKANRS -

e SATA-2 ( BRMAEREA)
« M.2PCle SSD-0 ( BMABEREA)

Smart Reporting ( Smart R&5 )

ZFEIE T R A ER RS FEPIREENIRRNZEAIER SR, Enable Smart Reporting
option ( EHEHEREIEIR ) FOASEA.

USB Bit&

FVHE LA T RS PSR RS USB fZ=Hgs

+  Enable USB Boot Support ( 2 USB 5|53#F )
« Enable External USB Port ( JSFEYNEB USB im[ )

FRARIEIEOA S .

Thunderbolt Adapter
Configuration ( Thunderbolt 1&EEE
ESCE )

IHERS 48iF Thunderbolt JEELSEHEE .,

Thunderbolt — BRIAE /S

Enable Thunderbolt Boot Support - E2£FH
No security - E2:F

User configuration - BHIACEHA

Secure connect - E25F

Display port and USB Only - B£HH

USB PowerShare

LtEEIRA L E USB PowerShare THEERYIT .
e Enable USB PowerShare - BMAB 2R

HINRESERFRFEIEICA ( ZECAETEIRISET ) £AY USN PowerShare infEFETF
TERR BB ENIMNRRE (NF. EEERENRRS ) 78,

30 ERGBER



1588

S B R IRSISE. Enable Audio ( BBESR ) IEMIVATIER.

« Enable Microphone ( [BFZ5E/X, )
+ Enable Internal Speaker ( EFNEIZEEE )

P NETEOASIEE.

Keyboard lllumination

}Z?—E%ti?f@:iﬁ%%@ﬁ,ﬂﬁEHIJJ‘ﬁEE’\JTEM’EffEEtO BEEERINTLUZEN 0% = 100%, IS
E

« Disabled ( BZH)

« Dim ( SHF)

+  Bright — BUACEHA

Keyboard Backlight Timeout on
AC

H{EARREERIEIA AL S CER S, EHAMRANEASTE M, BERPEREIFR
FHERBAZR Y. W FETCEERAS S atE/ER. HEIEsE

5 fberp

0% —BASEH

15§

30sec (30 )

153

5 o

15 3¢

MA

Keyboard Backlight Timeout on
Battery

LRI R EAT AN, R RRATIREAT I, BRI REISSTER
A5, WFERECERE SR/, HIEE

5 7

10 —EABEH

15 b

30 sec (30 F)

1908

5 o

15 §h

MF

Unobtrusive Mode

« Enable Unobtrusive Mode ( BRIAEZEA )
BRLEDVE |, 1% Fn+Shift+B Al XAR ARSI NES.
& Fn+Shift+B RS EEIRE,

Miscellaneous Devices ( Efthig

&)

TSGR ER TR ¢

Enable Camera ( BFEIEGL ) (BNABRTER)

Enable Hard Drive Free Fall Protection ( BRAEER )

Enable Secure Digital (SD) card ( BERZE#=F [SD] &) (EAEZER)
Secure Digital (SD) Card Boot ( &£#= [SD] £5|&)

Secure Digital (SD) Card Read-Only Mode ( Z£#= (SD) RRIEEL; )

MAC Address Pass-Through
( MAC HB3IF i )

System Unique MAC Address ( BRIABER )
¢ Integrated NIC 1 MAC Address
+ Disabled ( BZH )

IHEDIREE R R FERILTERT MAC MRS STSXI RS RERPAIINGS NIC MAC itbtiE, BRIAIEDR
EfEFEE MAC Hthilk,
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#R53

115

LCD Brightness

1588

FSOVHEARIEERIR ( On Battery [} 1 On AC (£ ) REBTF=E. LCD NRESHIhIIRZ

MERCREAK. ERLIERBRIRE.

@
Z2

*.33: B2t
i O

i (NHRFERETIARE | ARBIWHRE.

1588

Admin Password

RFEIRE. BNERREERER.

System Password

RFRRE. BXEMRRRER.

Internal HDD-2 Password

IERAIHERE. BEXEMRRSAERMER (HOD) RIS,

Strong Password

RIS S S A R ST RIIER ZE D,

Password Configuration

SRS ERERNRRER A AITIIR/IIRAFFFEL. FRISEENT 470 32 Z(E,

Password Bypass

ERIZER , ILVEEFRENRANIKRERS (51S ) ZBMRE HOD &S,

« Disabled ( B2 ) — HZERFIINE HOD BiEf5 , IRRIERMAERE, IISIEEGAIR
ETERRE.
* Reboot Bypass ( EH5 ST ) — BIEHEH (RE61) NEBER.

@ [iE: NRMRERHDRA (12519 ) B, RABRERTWARKNAE HOD &6, 165,
AR IREETTREFEREMIRIRIEER HOD LIRS EES.

Password Change

TSI EIR B E IR R RE R B T E R SRR,

Allow Non-Admin Password Changes ( fSIFfIFEERZIBEN ) - WEIERIARETEE
%0

UEFI Capsule Firmware Updates

IETHEHIR R RS I BIOS (@it UEF| [E4aE#G- SR TEH. HEmBiALE+. 2RI
LG HE LE BIOS j&@id Microsoft Windows Update F[ Linux R EH4IRSS (LVFS) SIRSHITE
.

TPM 2.0 Security

RIFHEEHIREEFEER (TPM) BEXRERS A .
« TPMOn (TPMFE) (EVIARE)

+  Clear (&R )

« PPl Bypass for Enable Commands ( PPl Z532Ra<

« PPl Bypass for Disable Commands ( PPI £ J_i-f,"-f s )
« PPl Bypass for Clear Commands ( PP| 85375 m< )
 Attestation Enable ( [SFUEER ) ( f%fkiklxﬁ

+ Key Storage Enable ( [BRAZEEIE ) (ZHAIRE)

+ SHA-256 ( BUAIRE )

VR A —MEIR :
« Disabled ( BZH)
e Enabled (BR) (ERAIRE)

Absolute

=R EREITREEIE M Absolute Software JEF.
£ZHY BIOS #&EBREO,

- TRER - WARBADIELRE,

» Disabled ( BZF)

o KAZH

EZHEk K A ZHT]%E Absolute Persistence Module R
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1EIR

1588

OROM Keyboard Access

IR AT i e FI P R S L5 7E S | S 2 hi@id 3\ Option ROM Configuration ( i%I# ROM
BEE ) F&.

« Enabled (/ZA) (ERANRE)

« Disabled ( BZH)

e One Time Enable ( —X14EE )

Admin Setup Lockout

HERETERFENERT  AFEMHIEAFHARRRERER. HEIEARRE.

Master Password Lockout

RIFEERETES  £EMRECH  FEASREETE. HWEIETARRE.

SMM Security Mitigation

ISR ASER UEFI SMM LS RFIFTIRE, ETRENAKIZE.

Secure Boot ( Z25|&)

Z5. 34: Secure Boot
IR

1588

Secure Boot Enable

RS ERSERZ 251538
Secure Boot Enable
BEIRIEF,

Secure Boot Mode

RIFHERZ 25| SEHTALURTFHEEGESIHFIT UEF IXaifERER.

* Deployed Mode ( BBEHEIL ) (EKIN)
o Audit Mode ( B#ztEz )

Expert key Management

AFEERFATF Custom Mode ( BENEL, ) FHRNLZLZIIHUERE. Enable Custom
Mode ( BBEBEENXIER ) EIEKABR FTEEMA. HIREE
« PK(ERN)
« KEK
« db
dbx

NSRS Custom Mode ( BREXIRTY ) | #SHIL PK. KEK. db #ll dbx ItEXIELT, HEINE
1

Save to File ( {RIFEXH ) - BEHREERFEENH

Replace from File ( M3Z{FER ) - @13 PSR FHIZER LRIVER

Append from File ( \3XRIN ) - MR PSRRI A HRTHYEIRERI—N 258

Delete ( il ) - MIFRIEERIZSH

Reset All Keys ( EEFEEIH ) - EENEAIRE

Delete All Key ( HIBXFRERER ) - MIFRFETEZA

(D |iE: WNSREEA Custom Mode ( BEXIRR ) , FIEENERSHEMIER | H#EZASIREHHK
NRE.
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RIFRIREBRIPT R

3. 35: WRHRIRIRGIPY R

i 0 1588

Intel SGX Enable ZFERATHENEE R ERIGMRPIE TR/ FHESRYE IR
HZEAPENE.
BELAT S —

+ Disabled ( 82 )
« Enabled (BEH)
« Software controlled ( ERf{#H=H ) - BRA

Enclave Memory Size 1ZEINIEE SGX Enclave Reserve Memory Size ( SGX
Enclave {REBAFEXIY)
BHRUT®ER— :
« 32MB

« 64MB
. 128 MB — ZHIA

Performance ( [4fE

Z&. 36: Performance ( IH&E)
HEIR i5tBE

Multi Core Support WFEIEEHEEAE— NEEEZL. BN REREIHIIN
BIOSIRS AL,

Al (FRrE) - BA

1

2

3

Intel SpeedStep FVHEIE FAE E FRAb IR RRAYSS/R SpeedStep R,
« Enable Intel SpeedStep ( R Intel SpeedStep )
IHIETREOASIRE.

C-States Control SRS s R A PRSI,
o Cstates (CIkTE)
LEMENABIRE.

Intel TurboBoost SRR RS AR EERY Intel TurboBoost #87,
+ Enable Intel TurboBoost ( R Intel TurboBoost )

IIEREVAEIRE.

Hyper-Thread Control T = R A ERRRIE AR,

Disabled ( B£H )
Enabled ( B8 ) — EUA
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Power management ( EBJEEIH )

1EIR 1588
AC Behavior SOV BT B R AR A S FAaU S PR B SN FFHTLAITIRE.

BHNIRE  Wake on AC ( IEE AC ) FRIERE.

Enable Intel Speed . Engple Intel Speed Shift Technology ( fE TS/ REERIBIEA )
Shift Technology

(EERISTEE  SOAIRE : Enabled (BERA)
(RiEEEAR )
Auto On Time K ETENSREEIFARTE., EREE
+ Disabled ( B£F)
e EveryDay (8§X)
e Weekdays ( T{ER )
o Select Days ( FEIRKE )

ZRMAIRE : Disabled ( B2 ) .

USB Wake FEHEIE R USB IREBRFEMNGHIINSIREE,
Support Q) [iE: BIEEEERRRERERBNER TATA. MRRFRFERB[EGNIEPEENT , WRE

GBS FSMRFFERE USB isCRYEIE , LITE RIS,
«  Enable USB Wake Support ( [ USB I%EESZ#r )
Wireless Radio WMREBR , W RITFERRMNRFREERIEENE | BEERCEATLEE ( WLAN F1/3; WWAN )
Control ¢  Control WLAN radio - B2£H
{£ LAN LI%ER SIS s EEFiEIT LAN (S SRR MRS T T EANAIIhRE.
» Disabled ( BZF )

« LANOnly ({XFBF LAN)
. LAN (PXE3|&)

ZRAIRE : Disabled ( B2 ) .

Block Sleep ISR S LR R SIS TRNEER. BER | RRETASHNERRE.
Block Sleep - B

Peak Shift LS S E— RSB B R/ MU REETRINEE. SRALSEIE | BMEESEERRER  BHER
tRIBIEBIET T,

+  Enable Peak Shift ( EFBIE(ERFE ) — B&ZH
o IREEEE (15% E100% ) - 15% ( ERABHA )

Advanced Battery UIHIEINLHERI AR AEEERKEBRES, BIBRALtER , SNRFEEIETERESERnETRBREANE
Charge AR |, LAREKES 5 R,

Configuration Enable Advanced Battery Charge Mode ( [EFERHKEIBFERELR ) - B2

Primary Battery  RIFEEIZEMNFEELR. HKIREE

Charge Adaptive ( EERL ) — BIASER

Configuration Standard ( 5 ) — MR ERER S 755,

ExpressCharge ( HRIEFEEE ) — {3 Dell RYMRERFTEBIA |, AIERAERIAT AN AR TR

Primarily AC use ( FE3REE(ER )

BEYX

SNSRIKEE Custom Charge ( BEENFTHE ) , IR LABCE Custom Charge Start ( BRENFEEE/E5M ) #1 Custom

Charge Stop ( BENFREELE )

(D | PR FERIRR AT REFF AR, EERRMZIAIR , IS5 Advanced Battery Charge
Configuration ( SREBiFTRESE ) &R,
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POST Behavior ( POST 1354 )

IR 1]

Adapter Warnings  f0iF/4 S Fia 2 A IR L RIERL s A HIV R RIREFER (BIOS) EHER.
BAIAIZE : Enable Adapter Warnings ( [EFIEFEI88 2L ) ,

Numlock Enable  FFEEITEAS | SHT/S FIERE BELIN,
Enable Network ( BRI ) . WIEIERIAIRE T EEME.

FnLock Options  SfrfirfssFMGE4A A Fn + Esc FEARELNAERIGERNTHAEZ BIE0HE F1-F12 EETH, MR , L%
BISHHX LEENEET 0. T HRANEIE -

« FnlLock ( Fn §iE ) — BNABEA
« Lock Mode Disable/Standard ( $iERIBER/fE ) — ENASEA
« Lock Mode Enable/Secondary ( SixEIEZE /48] )

Fastboot SFBEIT RIS R SRS B INRE | S8, I
e Minimal ( &%)
« Thorough ( £H ) — BWAERH
« Auto (B#)

Extended BIOS SOFIERIERERSMNYTRE | SR, HEIEE

POST Time ( 3E{& .
# BIOS POST fg  *  © Seconds (0R)) — BUAEE.

&) © B
e 10 seconds (10 &)

Full ScreenLogo . Engble Full Screen Logo ( BESFREMR ) — FEH

(2RHIR)
Warnings and +  Prompt on warnings and errors ( HIIZEFERIVIER ) — BMAEEH

errors ( 258 | Yty B

%) « Continue on warnings and errors ( HINZEESFNEEIRATAREE )

Manageability ( A& )

KR 1588
Intel AMT RIS ERBERRS I SHEERECE AMT 1 MEBx HETHAE
Capability

» Disabled ( BZH)
o Enabled - BRIA
¢ Restrict MEBx Access

MEBX Hotkey BRE , RIFSEY USB R EERAIEE X REERFFR AMT,

( MEBX 4§ ) +  Enable USB Provision - ZRABZH
MEBX Hotkey  SIFEHEEREERSS I SHIEMRMA MEBx RRIIHE.
( MEBX #A§2 )

e Enable MEBx Hotkey - BRIAE 2R

Virtualization support ( E#{L3ZH5 )

TR 588
Virtualization ISR RMIISIIER (VWWM) &R LAGER Intel Virtualization HARATHRAAIM INEE(FIHRE,
Enable Intel Virtualization Technology ( B Intel Virtualization 3K ) — EMAEEH

VT for Direct I/0  FIf Intel® AYEHE I/0 R AIRILAIMI DGR TORE S s AL R M B LIRS (VMM),
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1EIR

Trusted Execution

7ot

&L R

Wireless Device
Enable

i 37al =
T

Asset Tag
BIOS Downgrade

Data Wipe

BIOS Recovery
(BIOS &8 )

First Power On
Date ( SE—IXFFH
BH)

i5<BQ
Enable VT for Direct I/0 ( BREE 110 VT ) — BUABER TEMA.

AT EE N ERIEIWES RS (MVMM) 2EETLIERR Intel BIMEHUTRANRHATEMEE(IIRE, YRR
FA TPM REHUMERANFIEE |/0 BRI AN A BefEFILLThRE.

Trusted Execution ( AIfEHAT ) - BUAER FEEH.

SRR RIS,
¢ WLAN
. BF

FrEEIEOA SR,

L
SRR R,
SVFHMEMRRE RTINS SRR G AT, LEFEARIZE.

RIS REEARIF S LARIRMEITRRAS, I “Allow BIOS downgrade”  ( ¥ BIOS f#£k ) BUAER
A.

HFER AR RS MUERRATE NEMFIERE VSR, BN "Wipe on Next boot”  ( TORSISAHEMR ) B
IWKRBRA. UTEZFMANRETIE

&R SATA HDD/SSD

NEB M.2 SATA SDD

EB M.2 PCle SSD

REB eMMC

HIETR{EE AR e M BB P RO E R 2 IR BNEE e IMIE USB fETRIR ZAIIRE X4k S FLRIARY BIOS K7,
BIOS Recovery from Hard Drive ( WEEEZIRZNEEMRE BIOS ) — EMAT SR

o Always perform integrity check ( IBZRHITREMRE ) — BIATZH

ISR BT AN A ER.

Set Ownership Date — ZRI\ B2

System logs ( Z%HE )

IR
BIOS Events
Thermal Events

Power Events

1588

RIFEEENBRRRIRERR (BIOS) POST 44,
FRIFEEENBRRRIRERER (Thermal) 4,
RFEEEMBRRRIRERRF (Power) S,

{£ Windows ¥ BIOS

N EEIRR SRS S FHEHRINER BIOS ( RRREERF ) .
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(@ |i: tNEEFEA BitLocker , NINFIEEHIZRS BIOS ZRINGHEIEN , SAISTESH, BIOS EHSHEENEH.

1. EFETEL.
2. i7318) Dell.com/support,

HI\ Service Tag ( BRS3#RE ) B Express Service Code ( HRIEIRSLIE ) | /S8 E Submit (123 ) .
B Detect Product ( 1&UF = ) FHEZRBRFR LAGABIRIE,

3. MRETESNEHRAZIIRSEHRE , 58T Choose from all products ( MEFEFEERARERE ) .

4. MFIZRHIEREE Products ( 7= ) 2551,

@ [iE: EIRIER BB~ RRE
5. IEREANTENEE |, T EHAY Product Support ( =@z ) WESS HIL.

6. B Get drivers ( 3X5IREHIER ) , SA/SEAT Drivers and Downloads ( SREIIZEFEFITEE ) .
$&FTFF Drivers and Downloads ( BXEHFEFFFITE: ) 2845

7. B Find it myself ( E3EHG ) .
8. BT BIOS LIEE BIOS A,
9. MERHFHY BIOS {4F A Download ( F&) .

10. £ “Please select your download method below window” (BEMTEHORIEETFESZ ) EOPEREEENTE AL, &
& “Download File” ( T&34) .
% L1587 File Download ( X T& ) &0

N. B Save (fR/1F) | FUHREFENTENL.
12. B85 Run (i81T) , BEHH BIOS RELEETENL,
HEEFE_ CROAEERE.

{22 M BitLocker BZ %t L &R BIOS

WNSRTESEFR BIOS ZEIKREHE Bitlocker , WET—XEMSISREFR . BIEAKIRE BitLocker ZEih. AR | RRIGIRT
IBRMANRSZHUHRE , HERRISESRERNCISEHERIZMBZH. MRIKRSTIAKRM , XS SEEIEEXRIALERNR
ERSEHRE, BRUETFNFSER | BHSAHIANE : https://www.dell.com/support/article/sIn153694

{EF USB [UfFIRENZESEMISHIZR SR BIOS

WMRRFTIEINEE] Windows {EFFEEEH BIOS , NFEAEMARS T2 BIOS MHFHIEERFEIRI 51547 USB (NFIRE:.
@ iE: BISEEEATSISAY USB INEEENES. iBSPIA T EIRENERS : https://www.dell.com/support/article/us/en/19/
sin143196/

¥ BIOS & . EXE M TH IS — I RER.

3245 (7~f51 - O9010A12.EXE ) BN EIRT5 SR USB INFIREES,

5 USB [NIZER s E AT EE#T BIOS RIRS.
HENEREEIRIERER SR F12 8 | B —RMS | S3E,

{EFAETSLIE , %5#F USB Storage Device ( USB fFifi&s ) . AEEE Return (IRE ) ,
RFIEE|SZ Diag C:\> 127R1T.

BTN TSRS (75 - 09010A12.exe ) & Return (IR[E] ) LUSITIIE,
BIOS EfrAFEFHEINE | iBRIBER LANRBBHTIRE.

N I N N
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https://www.dell.com/support/article/sln153694
https://www.dell.com/support/article/us/en/19/sln143196/
https://www.dell.com/support/article/us/en/19/sln143196/

BIOS Update Utility

Thiz utility will update the system BIDS and lirmware. During the
update procedure, your system will restart. Do not interrupt this
procedure once it begins. Do not discoanect the AC power zource (if you
are updating a mobile computer, conmect the AC power adapter).

Interruption of the BIDSAFirmware update procedure will likely render
your system wnusable.

Do you wizh to continwme (ysm)7? y

= Copyright Z2009-2011 Dell Inc. fill Rights Reseruved.

1: DOS BIOS B#fiFE

RAEBHIMZEZ

*. 37: RREEMLERH

o BES i8R
System password ( ZRZET ) WIS NI BEERER.
RETG WIS N\EERS A eI EANFIE R BIOS R &.

AILAEE RS IR BB RRIFTT B,
IR EMRREIRRIE T B RRIR2FIA,

MRHENAHWERLAER | (HAASTLABDEPZEREE.
@

PERALETS

{NZRZEH Not Set (RiRE ) AT , A BEDECHTAY System or Admin Password ( RRXEEREZ ) .
BRHANRFRERERF , FsEHS | SEEMHE F2,
1. £ System BIOS ( ZZ4% BIOS ) B} System Setup ( RRIRE ) EET , 1%1% Security ( 2 ) Hi& Enter &,
RFIGETR Security (K2 ) F=.
2. 1%3% System/Admin Password ( E#/EEREET ) FE1E Enter the new password ( S AFiZZH3 ) FEROIFEZT,
KAEUTRNIRERFZ
—NERERZAIEE 32 NFH.
EREAEESHF0E,
UNEFEBEY AT ERAEFSE.
RAFERLUTEFRZR (8. (" ) () O GO O D0 GO D D D O
3. BENSCHITE Confirm new password ( EIAFIZE ) FERTMANNRAER , ARET OK (#E) .
4. 1% Esc BHI—FERIRTRNEBREER.

5. &Y REEX,
HEIISERE.

it REIeERBEECHEA.

REigEER



HIBRER BRI B R AR E RS

=R E I ENRAEMET/HIREZIL 2RI , FifR Password Status ( BiBIAT ) 2 Unlocked ( EfEMREIE ) . TR
Password Status ( B3R ) /9 Locked (€ ) , MARTHREESINE RAEBHIZEE.

BHANRFRLERER | FEENS |1 SEAR F2,

1. £ System BIOS ( F&t BIOS ) B System Setup ( RFIRBIERF ) FHET , LH¥F System Security ( RARL2FRIF ) Hi%

Enter,
B2 E7R System Security ( RARLHIP ) FE.

2. 7£ System Security ( ZRRARL2(RIP ) F&= , I61F Password Status ( Zi54A75 ) 75 Unlocked ( Sf&§H ) .
3. 1%&HE System Password ( RAEN ) | EXEMRIIE RAERSFHIL Enter 5 Tab 2,
4. 1%&4% Setup Password (IREEE )  EXEMFNEIREFIBFIR 17 Enter 5 Tab §.
Q) [iE: MRERAFLEH/ KR EZT , WERTHENBANSE. MRHIRRAZHDH/HEEZD  WEEERTHR
TARRIER.
5. 1% Esc BHII—KHEIRTRISREEN,

6. &Y REESFRHARRERER.
HEISEHSIS.

40 ERGBIER



SRENHSHD

E 2

HAZRRUR

@ |it: MBRETRNERMES  TEBKEE, 2HE8, KBRS ER ESRERES.

B/RIRME T VM EZURETRIENSHRSER. aAtSERERTXUAR=RNARMERER | FLiRS oI aeEERTE
HNER/MXATTAH. BXHEE. RAISTHEFRSE™M | BEKREUR

1. &%= Dell.com/support,

2. EEREAIsTRERE.

3. ERHEEPRISEEER/MR THYIERF , HAGRENERS X,

4. RGN EEISEEIERAIIRSS s,

IREN#EED 11
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